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1
CAPACITY OVER-COMMIT MANAGEMENT
IN RESOURCE PROVISIONING
ENVIRONMENTS

CROSS-REFERENCE TO RELATED
APPLICATIONS

The present application claims priority to and is a continu-
ation-in-part of U.S. patent application Ser. No. 12/764,987
filed on Apr. 22, 2010, the content of which is incorporated
herein by reference in its entirety.

COPYRIGHT & TRADEMARK NOTICES

A portion of the disclosure of this patent document may
contain material, which is subject to copyright protection.
The owner has no objection to the facsimile reproduction by
any one of the patent document or the patent disclosure, as it
appears in the Patent and Trademark Office patent file or
records, but otherwise reserves all copyrights whatsoever.

Certain marks referenced herein may be common law or
registered trademarks of the applicant, the assignee or third
parties affiliated or unaffiliated with the applicant or the
assignee. Use of these marks is for providing an enabling
disclosure by way of example and shall not be construed to
exclusively limit the scope of the disclosed subject matter to
material associated with such marks.

TECHNICAL FIELD

The disclosed subject matter relates generally to over-com-
mitting resources in a virtualized computing environment,
while taking into account placement constraints and adher-
ence to a target risk level. More specifically, historic data on
resource usage is used to predict potential placement con-
straints in a virtualized environment and to determine the
feasibility and risks for over-committing resources.

BACKGROUND

Infrastructure as a service (IaaS) delivers computer infra-
structure as a service in a virtualized computing environment.
Service subscribers and clients, rather than purchasing serv-
ers, software, data center space or network equipment,
instead buy those resources as a fully outsourced service. The
service is typically billed on a utility computing basis. The
amount of resources consumed and therefore the costs are
based on the level of subscriber activity.

In general, a server layer is configured to include computer
hardware or computer software products that are specifically
designed for the delivery of services to a particular subscriber.
The services may include access to multi-core processors,
cloud-specific operating systems and additional computing
services. Some laaS provisioning platforms provide
resources for information technology communication (ITC)
where availability of resources is guaranteed according to
service level agreements (SLAs).

One embodiment of the [aaS paradigm is an infrastructure
computing cloud (ICC). In an ICC, the subscribers purchase
ITC resources in the form of virtual machines (VMs), virtual
storage, or virtual networks. The subscribers are charged
according to a pay-as-you-go model. The subscribers may
purchase ITC resources from an ICC provider by a single
subscriber in the framework of a single SLA as virtual
resources set (VRS). With ICC, cloud subscribers are offered
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capacity on demand to match variations in workload. Accord-
ingly, the number of VM instances in VRS may dynamically
change.

To explicitly set contractual obligations on availability of
resources, ICC subscribers may specify the range of
resources of every type that is needed. That is, a subscriber
may designate the maximum or minimum number of VM
instances of every type of service that it may want to reserve.
The values that set the reserved range for each resource are
referred to as capacity ranges. Availability SLA for VMs
within each range is specified by way of one or more avail-
ability service level objective (SLO) clauses.

ICC providers strive to maintain a minimal capacity that is
sufficient to guarantee the VRSs’ SLA commitments subject
to the acceptable risk level of non-compliance, as controlled
by the ICC provider’s business policy. The minimal capacity
is the equivalent capacity that is defined for each type of
resource, based on the number of instances of the resource
that is needed to support all the resource demand of services
with the particular level of congestion as a function of the
acceptable risk level.

The equivalent capacity may be presented as a vector of
resources, where for each type of resource, it is indicated how
many instances of a resource are to be dynamically provi-
sioned or deprovisioned to satisfy the calculated risk level.
When system load increases, more VMs may be provisioned
to prevent over-utilization. When the load subsides, some
VMs may be deprovisioned to prevent under-utilization.

As an example, VMs may be dynamically provisioned and
deprovisioned in a high performance cluster (HPC) service or
a virtualized data center. Since maximal demand, in terms of
number of VM, of different services or users in the above-
noted virtualized computing environments usually do not
peak together, over-committing of the physical capacity of
the VMs is possible.

Over-committing increases resource efficiency so that
more VMs can be hosted on the same physical infrastructure
than allowed by the total physical capacity. Over-commit-
ment of resources is desirable and may be tolerated only to the
extent that the over-commitment does not result in excessive
risk of resource congestion and non-compliance with SL.As.

SUMMARY

For purposes of summarizing, certain aspects, advantages,
and novel features have been described herein. It is to be
understood that not all such advantages may be achieved in
accordance with any one particular embodiment. Thus, the
disclosed subject matter may be embodied or carried outin a
manner that achieves or optimizes one advantage or group of
advantages without achieving all advantages as may be taught
or suggested herein.

In accordance with one embodiment, a method for manag-
ing capacity over-commitment in a resource provisioning
environment comprises collecting historical data about
capacity usage in a resource provisioning environment and
failure statistics from an operational database, in addition to
prior service commitments due to previously contracted ser-
vice level agreements (SLAs) stored in a SLA repository;
calculating equivalent capacity for the resource provisioning
environment based on a defined residual benefit goal, and
other business goals instrumented by way of a policy engine;
and determining whether placing requested virtual resources
on one or more hosts is feasible taking into account anti-
collocation constraints that prohibit placement of two or more
virtual resources on same host.
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In accordance with one or more embodiments, a system
comprising one or more logic units is provided. The one or
more logic units are configured to perform the functions and
operations associated with the above-disclosed methods. In
yet another embodiment, a computer program product com-
prising a non-transitory computer readable storage medium
having a computer readable program is provided. The com-
puter readable program when executed on a computer causes
the computer to perform the functions and operations associ-
ated with the above-disclosed methods.

One or more of the above-disclosed embodiments in addi-
tion to certain alternatives are provided in further detail below
with reference to the attached figures. The disclosed subject
matter is not, however, limited to any particular embodiment
disclosed.

BRIEF DESCRIPTION OF THE DRAWINGS

The disclosed embodiments may be better understood by
referring to the figures in the attached drawings, as provided
below.

FIG. 1 illustrates an exemplary operating environment in
accordance with one or more embodiments wherein the
capacity of resources in a virtualized computing system is
calculated.

FIGS. 2A, 2B and 2C are flow diagrams of methods for
admitting and planning the use of historical data collected
based on allocated capacity to different resources to manage
future allocation of capacity for the resources in a virtualized
computing system, in accordance with one embodiment.

FIG. 3 A illustrates an exemplary operating environment in
accordance with one or more embodiments wherein
resources in a virtualized computing system may be over-
committed at an acceptable risk level.

FIG. 3B is a flow diagram of a method for calculating the
risk for over-committing resources in a virtualized computing
system, in accordance with one embodiment.

FIGS. 4A and 4B are block diagrams of hardware and
software environments in which the disclosed systems and
methods may operate, in accordance with one or more
embodiments.

FIGS. 5A, 5B and 5C depict one or more nodes and
abstraction model layers in an exemplary network environ-
ment that supports a cloud infrastructure, in accordance with
one or more embodiments.

Features, elements, and aspects that are referenced by the
same numerals in different figures represent the same, equiva-
lent, or similar features, elements, or aspects, in accordance
with one or more embodiments.

DETAILED DESCRIPTION OF EXAMPLE
EMBODIMENTS

In the following, numerous specific details are set forth to
provide a thorough description of various embodiments. Cer-
tain embodiments may be practiced without these specific
details or with some variations in detail. In some instances,
certain features are described in less detail so as notto obscure
other aspects. The level of detail associated with each of the
elements or features should not be construed to qualify the
novelty or importance of one feature over the others.

In accordance with one or more embodiments, the alloca-
tion of virtual resources may be managed based on service
level agreements (SLLAs) that define the quality of service
(QoS) for the resources in a way to optimize the throughput of
the system and support multiplexing of resources without
resulting in congestion. Within the context of this disclosure,
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throughput optimization refers to maximizing system yield
with minimal congestion, where congestion is defined as
significantly over-allocating the available physical resources
to the point that QoS cannot be guaranteed.

Equivalent capacity in this context refers to the minimum
allocated capacity sufficient to guarantee QoS commitments
subject to the acceptable risk level of non-compliance due to
congestion, such that equivalent capacity is as close to physi-
cal capacity as possible. In accordance with one embodiment,
a service subscriber may designate the maximum or mini-
mum number of VM instances of the type of services that the
subscriber would like to reserve probabilistically, i.e., with
the required level of success probability. The values that set
the reserved range for each resource are referred to as capac-
ity ranges. The availability of SLA for VMs within each range
is specified by way of one or more availability service level
objective (SLO) clauses.

The SLOs, in one exemplary embodiment, are generated in
the following form: “With probability P, capacity range
R=[Min, Max] for virtual resource R of type X will be guar-
anteed throughout the usage window W with probability P
computed over SLA evaluation period E” Each virtual
resource or VM is characterized based on its virtual central
processing units (CPUs), memory, virtual disks or virtual
network interfaces. Similarly virtual network and disks are
characterized by minimal and maximal available bandwidth
and minimal and maximal volumes, respectively. Other
attributes of virtual resources may be considered as well.

In one embodiment, a subscriber is responsible for deter-
mining the needed level of service. The subscriber’s capacity
demands reflect the actual needs of the service to guarantee
end-user QoS under different circumstances (e.g., different
workload levels, different hours, etc). Thus, by guaranteeing
availability of the requested capacity ranges (i.e., by guaran-
teeing the elasticity demands of a service), the infrastructure
provider also protects the application-level QoS of the ser-
vice.

SLAs specify financial penalties for SLA non-compliance.
To avoid SLA non-compliance which may lead to significant
financial repercussions for the service provider, a service
provider plans the ICC capacity in such a way as to maximize
the infrastructure yield on the one hand, and minimize the
SLA non-compliance effect on the other hand. In one
embodiment, to avoid SLLA non-compliance the service pro-
vider may over-provision capacity. However, extensive over-
provisioning is costly and may off-set the benefits of maxi-
mizing SLA compliance. Therefore, depending on
implementation, yield maximization and risk of non-compli-
ance may be traded against each other.

In one implementation, due to variability in workloads
imposed by different subscribers, the service provider’s
capacity is multiplexed among a plurality of subscribers.
Multiplexing capacity reduces over-provisioning, but
increases probability of non-compliance. Optionally, an elas-
tic VRS may be guaranteed to be able to grow to its maximal
size as contracted by the VRS SLA. However, if the available
physical capacity is excessively multiplexed, the service pro-
vider may not be able to meet the guarantee if congestion
occurs (i.e., if too many VRSs try to grow simultaneously and
exceed the physical capacity of the provider).

It is noteworthy that each service provider may have its
own acceptable risk level (ARL) with respect to SLA non-
compliance that may occur due to congestion. These differ-
ences stem from the possibly different business goals pursued
by different service providers. A service provider may define
the ARL, capacity management and admission control poli-
cies using a computer implemented policy engine. If the
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available physical capacity is smaller than the equivalent
capacity, SLAs may not be guaranteed at the ARL level.
Conversely, if available physical capacity is greater than the
equivalent capacity and feasible placement of the virtual
resources belonging to the VRSs exists for an equivalent
capacity for resource ranges defined for a usage windows,
then availability SLLAs of all VRSs are protected at all times
with probability=1-ARL.

Referring to FIG. 1, an exemplary operating environment
100, in accordance with one or more embodiment, is illus-
trated. The operating environment 100 comprises a monitor
110, an operational database 120, an SLLA repository 130, an
equivalent capacity calculator 140, a capacity planner 150, an
admission controller 160, a policy engine 170, and a place-
ment controller 180. One or more of the above elements may
be controlled by an infrastructure administrator, wherein a
shared infrastructure 105 having a plurality of VRSs (e.g.,
VMs) is used to service the requests of a service owner (e.g.,
a client, a subscriber, etc.).

Monitor 110 monitors operational data about the shared
infrastructure 105 and VRSs to collect historical data inputs
as provided in further detail below. Operational database 120
is utilized to store the operational data collected by monitor
110. SLA repository 130 stores the SLLAs for the VRSs. The
SLAs may be used for capacity planning and admission con-
trol by capacity planner 150 and admission controller 160.
Equivalent capacity calculator 140 calculates equivalent
capacity needed to protect SLAs at the 1-ARL level. Capacity
planner 150 uses equivalent capacity computed by equivalent
capacity calculator 140 to provide recommendations about
the allocation of resources to maintain proper physical capac-
ity.

In one implementation, admission controller 160 uses SLA
repository 130, operational data 120 and equivalent capacity
computed by equivalent capacity calculator 140 to estimate
the SLA incompatibility risks, if a new VRS is added to the
system. A new VRS may be added if a new service is accepted
or if SLA terms of an existing VRS are renegotiated. An
optional policy engine 170 may be included to serve as a
management tool to set and maintain policies to deal with
capacity planning and admission control. A placement con-
troller 180 may be utilized to validate whether a feasible
deployment (i.e., placement) of VMs or VRSs is possible,
prior to actual allocation or deployment of resources.

In the exemplary operating environment 100, a risk level
policy may be set by the infrastructure administrator and a
new service request may be submitted to admission controller
160. Admission controller 160 may alert a human controller
(e.g., the infrastructure administrator) if level of risk is not
acceptable. The human controller may authorize system
rejection or increase system bandwidth and resources or take
other action to remedy the situation alerted of. Admission
controller 160 may provide the new service request to equiva-
lent capacity calculator 140. Equivalent capacity calculator
140 calculates the equivalent capacity and provides it to
capacity planner 150 and placement controller 180 to test and
validate the equivalent capacity. Placement controller 180
returns the result to admission controller 160 to indicate
whether the risk level based on historical data is acceptable.

Referring to FIGS. 1, 2A and 2B, the admission control
process is discussed in further detail as illustrated in the
depicted exemplary flow diagrams in the drawings. Accord-
ing to one aspect, a service owner may provide a new service
availability SLA and new service template 195 in the form of
a service manifest (e.g., a structure template) to admission
controller 160 to provide VRSs and elasticity ranges for com-
ponents and the probabilistic guarantees on the elasticity
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ranges defined in the service manifest (5212, S214). Admis-
sion controller 160 may combine the information provided by
the service owner. The result of the calculations by the admis-
sion controller 160 may be received by the equivalent capac-
ity calculator 140 (S220). In one embodiment, at this stage,
usage history for the new service is unknown, and therefore a
worst case scenario is assumed for the purpose of calculating
equivalent capacity.

Upon invocation, equivalent capacity calculator 140
acquires historical data about capacity usage in the system
and failure statistics from the operational database 120, in
addition to prior service commitments due to already con-
tracted SLAs from the SLA repository 120 (S230). Equiva-
lent capacity calculator 140 may also receive the ARL,
residual benefit goal, and other business goals from the policy
engine 170 to calculate equivalent capacity for the new ser-
vice (S250). In one embodiment, placement controller 180 is
responsible for actual placement of the virtual resources on
the physical resources and is utilized to validate whether there
is enough physical capacity to host the calculated equivalent
capacity (8260, S270).

A suitable placement algorithm may be utilized by place-
ment controller 180 in order to realize the validation. Depend-
ing on implementation, if the physical capacity is insufficient
to host the calculated equivalent capacity, then a rejection
handling policy is enforced (S280). Otherwise, the requested
service is admitted or provided (S290). In some embodi-
ments, with passage of time, actual data about capacity usage
by the admitted or requested service will be collected and
used by equivalent capacity calculator 140 for future capacity
planning. Referring to FIG. 2C, for example, the capacity
planning process in accordance with one embodiment is dis-
closed in further detail.

As shown in FIG. 2C, the equivalent capacity calculator
140 is periodically invoked to calculate expected equivalent
capacity for different time frames (i.e., windows) based on
data that suggests use trends and other relevant information
collected and stored in operational database 120 and SLA
repository 130 (S310). If the results indicate that the physical
capacity is insufficient to host equivalent capacity the capac-
ity planner 150 is notified that additional physical capacity is
needed to cover the calculated equivalent capacity (S320,
S330). Otherwise, it is determined that the physical capacity
is sufficient to cover the calculated expected capacity (S340).

In one embodiment, the equivalent capacity calculator 140
and capacity planner 150 are implemented to take into
account constraints that prohibit placement of two or more
VMs on the same host. Such constraints are referred to as
anti-collocation constraints. If there is no feasible placement
for equivalent capacity, then there is no feasible placement for
equivalent capacity augmented with anti-collocation con-
straints. Therefore, in one embodiment, the placement con-
troller 180 is configured to determine whether a feasible
placement for equivalent capacity exists and to issue an
unsafe over-commit level warning, if no feasible placement is
found. If the feasible placement for equivalent capacity
exists, the anti-collocation constraints are factored into the
placement computation of as provided in further detail below.

In one implementation, to account for anti-collocation
placement restrictions in VM groups (i.e., groups that corre-
spond to service tiers or clusters), data about the number of
VMs in each group is monitored and saved. In other words,
for each service, the number of VMs in each tier is monitored.
Said values are treated as random variables and their empiri-
cal probability distribution functions (PDF) is computed. The
empiric PDFs are then used to generate a random placement
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problem instance. For each service, for each tier, a number of
VMs in accordance with the empirical PDF of its tier is
generated.

Referring to FIG. 3 A, in accordance with one embodiment,
an improved operating environment 300 is provided. As
shown, operating environment 300 comprises monitor 110,
operational database 120 that includes historical VM alloca-
tion data, an equivalent capacity calculator 140, a placement
problem instance generator 190, a placement controller 180,
a capacity planner (not shown) working in conjunction with a
capacity over-commit manager 155. Other components such
as policy engine 170 and SLA repository 130 may be also
present in operating environment 300.

As noted earlier, for each service, in each service tier,
monitor 110 is configured to monitor the number of VMs in
each tier. In the example operating environment 300, VMs
may be provided from a catalogue of discrete sizes (e.g. . . .,
EC2-VM types, also known as VM types). If such discrete
sizes do not exist in the operating environment 300, the VMs
may be categorized into a number of types (e.g., by mapping
the VM’s nominal resource allocation into a number of non-
overlapping intervals). It is noteworthy that, in one embodi-
ment, VMs of the same tier are determined to have the same
type. Operational database 120 is utilized to store the noted
VM types and categorization and to provide this information
to equivalent capacity calculator 140 to calculate equivalent
capacity as provided in detail earlier.

In one embodiment, placement problem instance generator
190 extracts the information stored in operational database
120 to calculate empirical PDF for the number of VMs ofeach
tier for each service. For example, if ¢ denotes the nominal
capacity requirements for a VM type, then p_{i,j} {c}(k)
would be the empirical probability of service i having k VM
of type ¢ in tier j. Then, for each service i, for each ftier j,
placement problem instance generator 190 generates VM
group of type c of size k with probability p_{i,j} " {c} (k) where
a type refers to the physical configuration of the VM’s
resources (i.e., the discrete configuration of virtual hardware
foraVM in a cloud/catalogue of instances of VIMs that may be
ordered).

It is noteworthy that in a tier, the VMs are of the same type
as the various VM types may naturally occur in multi-tier
services. Tiers of service indicate the structure of services at
the service provider level. For example, three separate tiers
may be defined: http server tier, application server tier, and
database tier. In one embodiment, a constrained placement
instance generated by placement problem instance generator
190 may be submitted to capacity over-commit manager 155
to determine whether a feasible placement for the instance
exists by calling placement controller 180 as provided in
further detail below.

Referring to FIG. 3B, in accordance with one embodiment,
capacity over-commit manager 155 calls equivalent capacity
calculator 140 to calculate equivalent capacity based on data
stored in operational database 120, taking into account the
acceptable risk level (S3100). Placement controller 180 may
receive one or more constraint placement instances and use a
placement algorithm disclosed earlier to find the proper
placement for one or more VMs or VM groups. It is notewor-
thy that aside from the placement algorithm disclosed here
any suitable placement algorithm may be used to place VM
groups with anti-collocation constraints.

In one implementation, capacity over-commit manager
155 may call placement controller 180 to validate whether the
calculated equivalent capacity has a feasible placement
(83200). If not, capacity over-commit manager 155 may gen-
erate an error message warning of unsafe over-commit levels

20

25

35

40

45

55

8

(i.e., alert that the current over-commit level exceeds a target
risk) (S3300). If feasible placement for un-constrained
equivalent capacity exists, then capacity over-commit man-
ager 155 calls placement problem instance generator 190 to
generate one or more new placement instances based on the
data from operational database 120 (S3400).

Capacity over-commit manager 155 may call placement
controller 180 to validate the placement instances (and incre-
ment a success count, if the placement is validated) (S3500).
The above validation procedure may be repeated a number of
times as specified by configuration of capacity over-commit
manager 155 (e.g. . . ., see the loop controlled by success
count in S3500 for controlling a repeat of the validation
process while a prior placement remains valid). The result of
the placement may be either “placement exist” or “placement
does not exist” (e.g., 1 or 0).

Capacity over-commit manager 155 may use the outcome
of'the placement and previous placement validation outcomes
to calculate the probability of finding a placement for a con-
strained placement problem. This calculation has a level of
statistical significance, which is dependent on the number of
experiments involving the generation and validation of vari-
ous instances. If a target significance level (e.g., provided as
an input parameter) is achieved, capacity over-commit man-
ager 155 compares the calculated risk probability to the target
risk probability and indicates the outcome to the user.

In one example embodiment, an administrator may control
the number of times (N) that the instance generation or vali-
dation is to be repeated. In another example embodiment, an
administrator may define a significance level, where N is
automatically computed using the observation that the sum of
VMs of each type generated by placement problem instance
generator 190 follows a Normal distribution. As such, the
number of samples (i.e., iterations) may be obtained by esti-
mating confidence interval for a mean of the Normal distri-
bution.

In one implementation, upon the conclusion of the instance
generation and validation process, capacity over-commit
manager 155 checks whether target risk level of resource
congestion does not exceed a risk threshold (S3600). In other
words, it is determined whether percentage of failures in the
above noted placement trials exceed a threshold risk prob-
ability. Depending on the outcome, capacity over-commit
manager 155 may declare the current level of over-commit
unsafe (S3600) or safe and authorize the over-commit level
(S3700).

According to the above process, the placement instances
are empirically generated and validated to help provide a
statistical significance of placement validation. If placement
problem instance generation and validation experiment are
treated as a Bernoulli trial, the sum of successful experiments
follows a Binomial distribution with parameters B(n, p),
where n is the number of experiments and p is the probability
of'success in these experiments. The probability of failure 1-p
can be estimated at some level of significance. Then, the
estimated failure probability can be compared with the
acceptable risk level to decide whether over-commit is safe or
not.

In different embodiments, the claimed subject matter may
be implemented as a combination of both hardware and soft-
ware elements, or alternatively either entirely in the form of
hardware or entirely in the form of software. Further, com-
puting systems and program software disclosed herein may
comprise a controlled computing environment that may be
presented in terms of hardware components or logic code
executed to perform methods and processes that achieve the
results contemplated herein. Said methods and processes,
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when performed by a general purpose computing system or
machine, convert the general purpose machine to a specific
purpose machine.

Referring to FIGS. 4A and 4B, a computing system envi-
ronment in accordance with an exemplary embodiment may
be composed of a hardware environment 1110 and a software
environment 1120. The hardware environment 1110 may
comprise logic units, circuits or other machinery and equip-
ments that provide an execution environment for the compo-
nents of software environment 1120. In turn, the software
environment 1120 may provide the execution instructions,
including the underlying operational settings and configura-
tions, for the various components of hardware environment
1110.

Referring to FIG. 4A, the application software and logic
code disclosed herein may be implemented in the form of
computer readable code executed over one or more comput-
ing systems represented by the exemplary hardware environ-
ment 1110. As illustrated, hardware environment 110 may
comprise a processor 1101 coupled to one or more storage
elements by way of a system bus 1100. The storage elements,
for example, may comprise local memory 1102, storage
media 1106, cache memory 1104 or other computer-usable or
computer readable media. Within the context of this disclo-
sure, a computer usable or computer readable storage
medium is a non-transitory computer readable storage
medium and may include any recordable article that may be
utilized to contain, store, communicate, propagate or trans-
port program code.

A computer readable storage medium may be an elec-
tronic, magnetic, optical, electromagnetic, infrared, or semi-
conductor medium, system, apparatus or device. The com-
puter readable storage medium may also be implemented in a
propagation medium, without limitation, to the extent that
such implementation is deemed statutory subject matter.
Examples of a computer readable storage medium may
include a semiconductor or solid-state memory, magnetic
tape, a removable computer diskette, a random access
memory (RAM), a read-only memory (ROM), a rigid mag-
netic disk, an optical disk, or a carrier wave, where appropri-
ate. Current examples of optical disks include compact disk,
read only memory (CD-ROM), compact disk read/write (CD-
RAY), digital video disk (DVD), high definition video disk
(HD-DVD) or Blue-Ray™ disk.

In one embodiment, processor 1101 loads executable code
from storage media 1106 to local memory 1102. Cache
memory 1104 optimizes processing time by providing tem-
porary storage that helps reduce the number of times code is
loaded for execution. One or more user interface devices 1105
(e.g., keyboard, pointing device, etc.) and a display screen
1107 may be coupled to the other elements in the hardware
environment 1110 either directly or through an intervening
1/0 controller 1103, for example. A communication interface
unit 1108, such as a network adapter, may be provided to
enable the hardware environment 1110 to communicate with
local or remotely located computing systems, printers and
storage devices via intervening private or public networks
(e.g., the Internet). Wired or wireless modems and Ethernet
cards are a few of the exemplary types of network adapters.

It is noteworthy that hardware environment 1110, in certain
implementations, may not include some or all the above com-
ponents, or may comprise additional components to provide
supplemental functionality or utility. Depending on the con-
templated use and configuration, hardware environment 1110
may be a desktop or a laptop computer, or other computing
device optionally embodied in an embedded system such as a
set-top box, a personal digital assistant (PDA), a personal
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media player, a mobile communication unit (e.g., a wireless
phone), or other similar hardware platforms that have infor-
mation processing or data storage capabilities.

In some embodiments, communication interface 1108 acts
as a data communication port to provide means of communi-
cation with one or more computing systems by sending and
receiving digital, electrical, electromagnetic or optical sig-
nals that carry analog or digital data streams representing
various types of information, including program code. The
communication may be established by way of a local or a
remote network, or alternatively by way of transmission over
the air or other medium, including without limitation propa-
gation over a carrier wave.

As provided here, the disclosed software elements that are
executed on the illustrated hardware elements are defined
according to logical or functional relationships that are exem-
plary in nature. It should be noted, however, that the respec-
tive methods that are implemented by way of said exemplary
software elements may be also encoded in said hardware
elements by way of configured and programmed processors,
application specific integrated circuits (ASICs), field pro-
grammable gate arrays (FPGAs) and digital signal processors
(DSPs), for example.

Referring to FIG. 4B, software environment 1120 may be
generally divided into two classes comprising system soft-
ware 1121 and application software 1122 as executed on one
or more hardware environments 1110. In one embodiment,
the methods and processes disclosed here may be imple-
mented as system software 1121, application software 1122,
or a combination thereof. System software 1121 may com-
prise control programs, such as an operating system (OS) or
an information management system, that instruct one or more
processors 1101 (e.g., microcontrollers) in the hardware envi-
ronment 1110 on how to function and process information.
Application software 1122 may comprise but is not limited to
program code, data structures, firmware, resident software,
microcode or any other form of information or routine that
may be read, analyzed or executed by a processor 1101.

In other words, application software 1122 may be imple-
mented as program code embedded in a computer program
product in form of a computer-usable or computer readable
storage medium that provides program code for use by, or in
connection with, a computer or any instruction execution
system. Moreover, application software 1122 may comprise
one or more computer programs that are executed on top of
system software 1121 after being loaded from storage media
1106 into local memory 1102. In a client-server architecture,
application software 1122 may comprise client software and
server software. For example, in one embodiment, client soft-
ware may be executed on a client computing system that is
distinct and separable from a server computing system on
which server software is executed.

Software environment 1120 may also comprise browser
software 1126 for accessing data available over local or
remote computing networks. Further, software environment
1120 may comprise a user interface 1124 (e.g., a graphical
user interface (GUI)) for receiving user commands and data.
It is worthy to repeat that the hardware and software archi-
tectures and environments described above are for purposes
of example. As such, one or more embodiments may be
implemented over any type of system architecture, functional
or logical platform or processing environment.

It should also be understood that the logic code, programs,
modules, processes, methods and the order in which the
respective processes of each method are performed are purely
exemplary. Depending on implementation, the processes or
any underlying sub-processes and methods may be per-
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formed in any order or concurrently, unless indicated other-
wise in the present disclosure. Further, unless stated other-
wise with specificity, the definition of logic code within the
context of this disclosure is not related or limited to any
particular programming language, and may comprise one or
more modules that may be executed on one or more proces-
sors in distributed, non-distributed, single or multiprocessing
environments.

As will be appreciated by one skilled in the art, a software
embodiment may include firmware, resident software, micro-
code, etc. Certain components including software or hard-
ware or combining software and hardware aspects may gen-
erally be referred to herein as a “circuit,” “module” or
“system.” Furthermore, the subject matter disclosed may be
implemented as a computer program product embodied in
one or more computer readable storage medium(s) having
computer readable program code embodied thereon. Any
combination of one or more computer readable storage medi-
um(s) may be utilized. The computer readable storage
medium may be a computer readable signal medium or a
computer readable storage medium. A computer readable
storage medium may be, for example, but not limited to, an
electronic, magnetic, optical, electromagnetic, infrared, or
semiconductor system, apparatus, or device, or any suitable
combination of the foregoing.

In the context of this document, a computer readable stor-
age medium may be any tangible medium that can contain, or
store a program for use by or in connection with an instruction
execution system, apparatus, or device. A computer readable
signal medium may include a propagated data signal with
computer readable program code embodied therein, for
example, in baseband or as part of a carrier wave. Such a
propagated signal may take any of a variety of forms, includ-
ing, but not limited to, electro-magnetic, optical, or any suit-
able combination thereof. A computer readable signal
medium may be any computer readable medium that is not a
computer readable storage medium and that can communi-
cate, propagate, or transport a program for use by or in con-
nection with an instruction execution system, apparatus, or
device.

Program code embodied on a computer readable storage
medium may be transmitted using any appropriate medium,
including but not limited to wireless, wireline, optical fiber
cable, RF, etc., or any suitable combination of the foregoing.
Computer program code for carrying out the disclosed opera-
tions may be written in any combination of one or more
programming languages, including an object oriented pro-
gramming language such as Java, Smalltalk, C++ or the like
and conventional procedural programming languages, such
as the “C” programming language or similar programming
languages.

The program code may execute entirely on the user’s com-
puter, partly on the user’s computer, as a stand-alone software
package, partly on the user’s computer and partly on a remote
computer or entirely on the remote computer or server. In the
latter scenario, the remote computer may be connected to the
user’s computer through any type of network, including a
local area network (LAN) or a wide area network (WAN), or
the connection may be made to an external computer (for
example, through the Internet using an Internet Service Pro-
vider).

Certain embodiments are disclosed with reference to flow-
chart illustrations and/or block diagrams of methods, appa-
ratus (systems) and computer program products according to
embodiments. It will be understood that each block of the
flowchart illustrations and/or block diagrams, and combina-
tions of blocks in the flowchart illustrations and/or block
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diagrams, can be implemented by computer program instruc-
tions. These computer program instructions may be provided
to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus
to produce a machine, such that the instructions, which
execute via the processor of the computer or other program-
mable data processing apparatus, create means for imple-
menting the functions/acts specified in the flowchart and/or
block diagram block or blocks.

These computer program instructions may also be stored in
a computer readable storage medium that can direct a com-
puter, other programmable data processing apparatus, or
other devices to function in a particular manner, such that the
instructions stored in the computer readable storage medium
produce an article of manufacture including instructions
which implement the function/act specified in the flowchart
and/or block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.

The flowchart and block diagrams in the figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments. In this regard,
each block in the flowchart or block diagrams may represent
a module, segment, or portion of code, which comprises one
or more executable instructions for implementing the speci-
fied logical function(s). It should also be noted that, in some
alternative implementations, the functions noted in the block
may occur out of the order noted in the figures.

For example, two blocks shown in succession may, in fact,
be executed substantially concurrently, or the blocks may
sometimes be executed in the reverse order, depending upon
the functionality involved. It will also be noted that each block
of'the block diagrams and/or flowchart illustration, and com-
binations of blocks in the block diagrams and/or flowchart
illustration, can be implemented by special purpose hard-
ware-based systems that perform the specified functions or
acts, or combinations of special purpose hardware and com-
puter instructions.

Cloud computing is a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that may be
rapidly provisioned and released with minimal management
effort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Using the on-demand self-service, a cloud consumer may
unilaterally provision computing capabilities, such as server
time and network storage, as needed automatically without
requiring human interaction with the service’s provider.
Broad network access capabilities may be available over a
network and accessed through standard mechanisms that pro-
mote use by heterogeneous thin or thick client platforms (e.g.,
mobile phones, laptops, and PDAs).

Resource pooling allows the provider’s computing
resources are pooled to serve multiple consumers using a
multi-tenant model, with different physical and virtual
resources dynamically assigned and reassigned according to
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demand. There is a sense of location independence in that the
consumer generally has no control or knowledge over the
exact location of the provided resources but may be able to
specify location at a higher level of abstraction (e.g., country,
state, or datacenter).

Rapid elasticity capabilities may be rapidly and elastically
provisioned, in some cases automatically, to quickly scale out
and rapidly released to quickly scale in. To the consumer, the
capabilities available for provisioning often appear to be
unlimited and may be purchased in any quantity at any time.
Measured service allows cloud systems automatically control
and optimize resource use by leveraging a metering capability
at some level of abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and active user
accounts). Resource usage may be monitored, controlled, and
reported providing transparency for both the provider and
consumer of the utilized service.

Several service models are available, depending on imple-
mentation. Software as a Service (SaaS) provides the capa-
bility to use the provider’s applications running on a cloud
infrastructure. The applications are accessible from various
client devices through a thin client interface such as a web
browser (e.g., web-based e-mail). The consumer does not
manage or control the underlying cloud infrastructure includ-
ing network, servers, operating systems, storage, or even
individual application capabilities, with the possible excep-
tion of limited user-specific application configuration set-
tings.

Platform as a Service (PaaS) provides the capability to
deploy onto the cloud infrastructure consumer-created or
acquired applications created using programming languages
and tools supported by the provider. The consumer does not
manage or control the underlying cloud infrastructure includ-
ing networks, servers, operating systems, or storage, but has
control over the deployed applications and possibly applica-
tion hosting environment configurations.

Infrastructure as a Service (IaaS) provides the capability to
provision processing, storage, networks, and other funda-
mental computing resources where the consumer is able to
deploy and run arbitrary software, which may include oper-
ating systems and applications. The consumer does not man-
age or control the underlying cloud infrastructure but has
control over operating systems, storage, deployed applica-
tions, and possibly limited control of select networking com-
ponents (e.g., host firewalls).

Several deployment models may be provided. A private
cloud provides a cloud infrastructure that is operated solely
for an organization. It may be managed by the organization or
a third party and may exist on-premises or off-premises. A
community cloud provides a cloud infrastructure that is
shared by several organizations and supports a specific com-
munity that has shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It may
be managed by the organizations or a third party and may
exist on-premises or off-premises.

A public cloud may provide a cloud infrastructure that is
made available to the general public or a large industry group
and is owned by an organization selling cloud services. A
hybrid cloud provides a cloud infrastructure that is a compo-
sition of two or more clouds (private, community, or public)
that remain unique entities but are bound together by stan-
dardized or proprietary technology that enables data and
application portability (e.g., cloud bursting for load-balanc-
ing between clouds).

A cloud computing environment is service oriented with a
focus on statelessness, low coupling, modularity, and seman-
tic interoperability. At the heart of cloud computing is an
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infrastructure comprising a network of interconnected nodes.
Referring now to FIG. 5A, a schematic of an example of a
cloud computing node is shown. Cloud computing node 2010
is one example of a suitable cloud computing node and is not
intended to suggest any limitation as to the scope of use or
functionality of embodiments described herein. Regardless,
cloud computing node 2010 is capable of being implemented
and/or performing any of the functionality set forth herein-
above.

In cloud computing node 2010, there is a computer system/
server 2012, which is operational with numerous other gen-
eral purpose or special purpose computing system environ-
ments or configurations. Examples of well-known computing
systems, environments, and/or configurations that may be
suitable for use with computer system/server 2012 include,
but are not limited to, personal computer systems, server
computer systems, thin clients, thick clients, hand-held or
laptop devices, multiprocessor systems, microprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, network PCs, minicomputer systems, mainframe
computer systems, and distributed cloud computing environ-
ments that include any of the above systems or devices, and
the like.

Computer system/server 2012 may be described in the
general context of computer system-executable instructions,
such as program modules, being executed by a computer
system. Generally, program modules may include routines,
programs, objects, components, logic, data structures, and so
on that perform particular tasks or implement particular
abstract data types. Computer system/server 2012 may be
practiced in distributed cloud computing environments where
tasks are performed by remote processing devices that are
linked through a communications network. In a distributed
cloud computing environment, program modules may be
located in both local and remote computer system storage
media including memory storage devices.

As shown in FIG. 5A, computer system/server 2012 in
cloud computing node 2010 is shown in the form of a general-
purpose computing device. The components of computer sys-
tem/server 2012 may include, but are not limited to, one or
more processors or processing units 2016, a system memory
2028, and a bus 2018 that couples various system components
including system memory 2028 to processor 2016.

Bus 2018 represents one or more of any of several types of
bus structures, including a memory bus or memory controller,
aperipheral bus, an accelerated graphics port, and a processor
orlocal bus using any of a variety of bus architectures. By way
of example, and not limitation, such architectures include
Industry Standard Architecture (ISA) bus, Micro Channel
Architecture (MCA) bus, Enhanced ISA (EISA) bus, Video
Electronics Standards Association (VESA) local bus, and
Peripheral Component Interconnects (PCI) bus.

Computer system/server 2012 typically includes a variety
of computer system readable media. Such media may be any
available media that is accessible by computer system/server
2012, and it includes both volatile and non-volatile media,
removable and non-removable media. System memory 2028
may include computer system readable media in the form of
volatile memory, such as random access memory (RAM) 30
and/or cache memory 32.

Computer systeny/server 2012 may further include other
removable/non-removable, volatile/non-volatile computer
system storage media. By way of example, storage system 34
may be provided for reading from and writing to a non-
removable, non-volatile magnetic media (not shown and typi-
cally called a “hard drive”). Although not shown, a magnetic
disk drive for reading from and writing to a removable, non-
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volatile magnetic disk (e.g., a “floppy disk™), and an optical
disk drive for reading from or writing to a removable, non-
volatile optical disk such as a CD-ROM, DVD-ROM or other
optical media may be provided.

In some instances, the above components may be con-
nected to bus 2018 by one or more data media interfaces. As
will be further depicted and described below, memory 2028
may include at least one program product having a set (e.g., at
least one) of program modules that are configured to carry out
the functions of one or more embodiments.

Program/utility 2040, having a set (at least one) of program
modules 42, may be stored in memory 2028 by way of
example, and not limitation, as well as an operating system,
one or more application programs, other program modules,
and program data. Each of the operating system, one or more
application programs, other program modules, and program
data or some combination thereof, may include an implemen-
tation of a networking environment. Program modules 42
generally carry out the functions and/or methodologies ofone
or more embodiments.

Computer system/server 2012 may also communicate with
one or more external devices 2014 such as a keyboard, a
pointing device, a display 2024, etc.; one or more devices that
enable a user to interact with computer system/server 2012;
and/or any devices (e.g., network card, modem, etc.) that
enable computer system/server 2012 to communicate with
one or more other computing devices. Such communication
may occur via I/O interfaces 2022. Still yet, computer system/
server 2012 may communicate with one or more networks
such as a local area network (LAN), a general wide area
network (WAN), and/or a public network (e.g., the Internet)
via network adapter 2020.

As depicted, network adapter 2020 communicates with the
other components of computer system/server 2012 via bus
2018. It should be understood that although not shown, other
hardware and/or software components could be used in con-
junction with computer system/server 2012. Examples,
include, but are not limited to: microcode, device drivers,
redundant processing units, external disk drive arrays, RAID
systems, tape drives, and data archival storage systems, etc.

Referring now to FIG. 5B, illustrative cloud computing
environment 2050 is depicted. As shown, cloud computing
environment 2050 comprises one or more cloud computing
nodes 2010 with which local computing devices used by
cloud consumers, such as, for example, personal digital assis-
tant (PDA) or cellular telephone 2054 A, desktop computer
2054B, laptop computer 2054C, and/or automobile computer
system 2054N may communicate.

Nodes 2010 may communicate with one another. They
may be grouped (not shown) physically or virtually, in one or
more networks, such as Private, Community, Public, or
Hybrid clouds as described hereinabove, or a combination
thereof. This allows cloud computing environment 2050 to
offer infrastructure, platforms and/or software as services for
which a cloud consumer does not need to maintain resources
on a local computing device.

It is understood that the types of computing devices 54 A-N
shown in FIG. 5B are intended to be illustrative only and that
computing nodes 2010 and cloud computing environment
2050 may communicate with any type of computerized
device over any type of network and/or network addressable
connection (e.g., using a web browser).

Referring now to FIG. 5C, a set of functional abstraction
layers provided by cloud computing environment 2050 (FIG.
5B) is shown. It should be understood in advance that the
components, layers, and functions shown in FIG. 5C are
intended to be illustrative of one or more embodiments and
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are not limited thereto. As depicted, the following layers and
corresponding functions are provided.

Hardware and software layer 2060 includes hardware and
software components. Examples of hardware components
include mainframes, in one example IBM® zSeries® sys-
tems; RISC (Reduced Instruction Set Computer) architecture
based servers, in one example IBM pSeries® systems; IBM
xSeries® systems; IBM BladeCenter® systems; storage
devices; networks and networking components. Examples of
software components include network application server
software, in one example IBM WebSphere® application
server software; and database software, in one example IBM
DB2® database software. (IBM, zSeries, pSeries, xSeries,
BladeCenter, WebSphere, and DB2 are trademarks of Inter-
national Business Machines Corporation registered in many
jurisdictions worldwide).

Virtualization layer 2062 provides an abstraction layer
from which the following examples of virtual entities may be
provided: virtual servers; virtual storage; virtual networks,
including virtual private networks; virtual applications and
operating systems; and virtual clients. In one example, man-
agement layer 2064 may provide the functions described
below. Resource provisioning provides dynamic procure-
ment of computing resources and other resources that are
utilized to perform tasks within the cloud computing environ-
ment.

Metering and pricing provide cost tracking as resources are
utilized within the cloud computing environment, and billing
or invoicing for consumption of these resources. In one
example, these resources may comprise application software
licenses. Security provides identity verification for cloud con-
sumers and tasks, as well as protection for data and other
resources. User portal provides access to the cloud computing
environment for consumers and system administrators. Ser-
vice level management provides cloud computing resource
allocation and management such that required service levels
are met.

Service Level Agreement (SLA) planning and fulfillment
provide pre-arrangement for, and procurement of, cloud com-
puting resources for which a future requirement is anticipated
in accordance with an SLA. Workloads layer 2066 provides
examples of functionality for which the cloud computing
environment may be utilized. Examples of workloads and
functions which may be provided from this layer include:
mapping and navigation; software development and lifecycle
management; virtual classroom education delivery; data ana-
Iytics processing; transaction processing; etc.

The claimed subject matter has been provided here with
reference to one or more features or embodiments. Those
skilled in the art will recognize and appreciate that, despite of
the detailed nature of the exemplary embodiments provided
here, changes and modifications may be applied to said
embodiments without limiting or departing from the gener-
ally intended scope. These and various other adaptations and
combinations of the embodiments provided here are within
the scope of the disclosed subject matter as defined by the
claims and their full set of equivalents.

What is claimed is:

1. A computer-implemented method for managing capac-
ity over-commitment in a resource provisioning environment,
the method comprising:

collecting historical data about capacity usage in a resource

provisioning environment and failure statistics from an
operational database, in addition to prior service com-
mitments due to previously contracted service level
agreements (SLAs) stored in a SLA repository;
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calculating equivalent capacity for the resource provision-
ing environment based on a defined residual benefit
goal, and other business goals instrumented by way of a
policy engine;

determining whether placing requested virtual resources
on one or more hosts is feasible, in response to deter-
mining that sufficient physical capacity is available to
host the calculated equivalent capacity and taking into
account anti-collocation constraints that prohibit place-
ment of two or more virtual resources on same host,
wherein the determining is repeated a number of times
(N), wherein the number of times (N) is automatically
computed by estimating a confidence interval for amean
of Normal distribution based on a defined significance
level, and wherein the determining whether placing
requested virtual resources on one or more hosts is fea-
sible comprises checking a target risk level of resource
congestion does not exceed a threshold risk probability
based on determining a percentage of failures during the
repeated number of (N) times; and

issuing an unsafe over-commit level warning based on the
determination that placing requested virtual resources
on one or more hosts is not feasible.

2. The method of claim 1 wherein taking into account

anti-collocation constraints comprises:

computing empirical probability distribution functions
(PDF) for virtual resources in a service cluster; and

generating a random placement problem instance based on
the computed empirical PDFs.

3. The method of claim 2 wherein the empirical PDFs are
computed based on predetermined acceptable risk levels
defined for a requested service.

4. The method of claim 1 further comprising admitting a
requested service by the service subscriber, in response to
determining that placing requested virtual resources on one or
more hosts is feasible such that sufficient physical capacity is
available to host the calculated equivalent capacity.

5. The method of claim 4 further comprising generating a
placement problem instance and validating the placement.

6. The method of claim 5 further comprising authorizing
capacity over-commitment, in response to determining that
risk of failure as a result of over-commitment is below a first
threshold.

7. The method of claim 1 further comprising notifying a
capacity planner that additional physical capacity is needed to
cover the calculated equivalent capacity, in response to deter-
mining that the physical capacity is insufficient to host the
calculated equivalent capacity.

8. A computer-implemented system for managing capacity
over-commitment in a resource provisioning environment,
the system comprising:

one or more processors to executed instruction loaded from
a memory;

a logic unit for collecting historical data about capacity
usage in a resource provisioning environment and fail-
ure statistics from an operational database, in addition to
prior service commitments due to previously contracted
service level agreements (SLLAs) stored in a SLA reposi-
tory;

a logic unit for calculating equivalent capacity for the
resource provisioning environment based on a defined
residual benefit goal, and other business goals instru-
mented by way of a policy engine;

a logic unit for determining whether placing requested
virtual resources on one or more hosts is feasible, in
response to determining that sufficient physical capacity
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is available to host the calculated equivalent capacity
and taking into account anti-collocation constraints that
prohibit placement of two or more virtual resources on
same host, wherein the determining is repeated a number
of times (N), wherein the number of times (N) is auto-
matically computed by estimating a confidence interval
for a mean of Normal distribution based on a defined
significance level, and wherein the determining whether
placing requested virtual resources on one or more hosts
is feasible comprises checking a target risk level of
resource congestion does not exceed a threshold risk
probability based on determining a percentage of fail-
ures during the repeated number of (N) times; and

issuing an unsafe over-commit level warning based on the
determination that placing requested virtual resources
on one or more hosts is not feasible.
9. The system of claim 8 wherein the anti-collocation con-
straints are taking into account by computing empirical prob-
ability distribution functions (PDF) for virtual resources in a
service cluster; and generating a random placement problem
instance based on the computed empirical PDFs.
10. The system of claim 8 wherein the empirical PDFs are
computed based on predetermined acceptable risk levels
defined for a requested service.
11. A computer program product comprising a non-transi-
tory computer readable storage medium having a computer
readable program, wherein the computer readable program
when executed on a computer causes the computer to:
collect historical data about capacity usage in a resource
provisioning environment and failure statistics from an
operational database, in addition to prior service com-
mitments due to previously contracted service level
agreements (SLAs) stored in a SLA repository;

calculate equivalent capacity for the resource provisioning
environment based on a defined residual benefit goal,
and other business goals instrumented by way of a policy
engine;

determine whether placing requested virtual resources on

one or more hosts is feasible, in response to determining
that sufficient physical capacity is available to host the
calculated equivalent capacity and taking into account
anti-collocation constraints that prohibit placement of
two or more virtual resources on same host, wherein the
determining is repeated a number of times (N), wherein
the number of times (N) is automatically computed by
estimating a confidence interval for a mean of Normal
distribution based on a defined significance level, and
wherein the determining whether placing requested vir-
tual resources on one or more hosts is feasible comprises
checking a target risk level of resource congestion does
not exceed a threshold risk probability based on deter-
mining a percentage of failures during the repeated num-
ber of (N) times; and

issuing an unsafe over-commit level warning based on the

determination that placing requested virtual resources
on one or more hosts is not feasible.

12. The computer program product of claim 11 wherein
account anti-collocation constraints are taken into account by
computing empirical probability distribution functions
(PDF) for virtual resources in a service cluster; and generat-
ing a random placement problem instance based on the com-
puted empirical PDFs.

13. The computer program product of claim 11 wherein the
empirical PDFs are computed based on predetermined
acceptable risk levels defined for a requested service.
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